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The “Cloud-Native” Era 
§ Cloud native – via decomposition and automation – offer means to develop 

and manage cloud applications more effectively. 
§ A monolithic application is decomposed into graphs of single-purpose, 

loosely-coupled microservices

Monolithic 
Applications

Reduced development 
complexity

Increased code velocity

Microservices
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§ Cloud native – via decomposition and automation – offer means to develop 
and manage cloud applications more effectively

§ The deployment and management of microservices-based cloud-native 
applications can be automatically handled by cloud-native platforms 

A microservices based 
cloud-native application
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The cloud-native application is deployed, managed and 
automatically-scaled by cloud-native platforms 

The “Cloud-Native” Era 
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§ The use of cloud-native technologies is becoming pervasive 

Microservices Cloud-native platforms

The “Cloud-Native” Era 
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§ The use of cloud-native technologies is becoming pervasive 

Microservices Cloud-native platforms
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Strong isolation

High performance
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Microservices are Containerized
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§ Through sandboxes such as VMs and containers

Sandbox (e.g., VMs)
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Isolation and Performance
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Isolation and Performance – More Efforts

VMs

Strong isolation Weak isolation
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Userspace High-Performance I/O Data Plane
§ Exploring Userspace Solutions
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Strong yet Lightweight Isolation
§ Exploring Userspace Solutions
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Strong yet Lightweight Isolation
§ Exploring Userspace Solutions
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Key Challenges

§ Support legacy applications
§ Efficient userspace IPCs
§ Resource sharing
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Preliminary Results – Syscall Latency
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Preliminary Results – YCSB over Redis
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Containerized Microservices are Orchestrated
§ Through orchestration platforms, such as Kubernetes

Orchestration
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Vulnerability Analysis: Control Plane

Orchestration
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CVEs Vunerabilities
CVE-2020-8555 Server Side Request Forgery (SSRF) (kube-controller-manager)

CVE-2021-25735 Security check bypass (kube-apiserver)

CVE-2019-11254 DoS (kube-apiserver)

CVE-2019-11247 Namespace isolation breakthrough (kube-apiserver)

CVE-2021-25743 Compromised services (Kubectl) 

CVE-2019-11251 Unauthorized file operations (Kubectl) 

CVE-2020-8558 unauthenticated requests (Kubelet and Kube-proxy)
CVE-2020-8557 DoS - Fill up disk space (Kubelet)
CVE-2020-8565 Leak of sensitive data (logger)
CVE-2020-8563 Leak of credentials (logger)
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Vulnerability Analysis: Sandboxing Service

Orchestration
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CVEs Vunerabilities
CVE-2020-1340 IP spoofing (gateway)

CVE-2019–1350 Information leaks (docker)

CVE-2021-21285 DoS (docker)

CVE-2019-1427 Code injection (docker)

CVE-2020-15157 Information leaks (docker)

CVE-2021-21334 Environment variables leaks (docker)

CVE-2022-23648 Escalation of privilege (docker)
CVE-2021-43784 Namespace bypassing (runc)
CVE-2019-16884 Restriction bypassing (runc)
CVE-2021-30465 Container Filesystem Breakout (runc)
CVE-2019-19921 Escalation of privilege (runc)
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Vulnerability Analysis: Data Plane
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CVEs Vulnerabilities
CVE-2020-8562 DNS spoofing attacks

CVE-2021-25740 Traffic redirection

CVE-2020-8551 DoS attack via unauthenticated HTTP API

CVE-2019-9946 Unauthorized access due to 
misconfigurations
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CVE-2020-10749 Man-in-the-middle (MitM) attacks
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Vulnerability Analysis: Service Mesh
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Container Runtime 
Interface (CRI)

Container Network 
Interface (CNI)

Docker 
CLI dockerd containerd

containerd-
shim runc AppsKubectl

API Server etcd

Controller 
manager Scheduler

Master 
node

Kubelet Docker

Kube-
proxyWorker node

veth

App veth

Container 
bridge

proxy

pNIC

VxLAN

Node1

Appveth

Container 
bridge

proxy

pNIC

VxLAN

Node2

vethSidecar

Service 
Mesh

CVEs Vulnerabilities
CVE-2022-21679 Authorization bypasses 
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Another Level of Isolation
§ Nested Virtualization 

§ Adopted by public cloud 
service providers

Hosting secure containers orchestration platforms in VMs leased from clouds:
Need nested virtualization!
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Another Level of Lightweight Containerization!
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Restricted, narrow Syscall Interface
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Platform-Level Security Services
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Key Challenge: Prolonged Data Plane
§ Excessively, prolonged data plane in orchestration platforms, due 

to increasingly added security services

67%

41%

Performance comparisons between 
container overlay networks and the native.
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Conclusions

§ While cloud-native technologies offer advanced and effective means to 
develop and manage today’s ubiquitous cloud applications, new security – and 
performance – challenges also arise

§ We need to rethink virtualization techniques for building highly secure and 
efficient cloud-native systems. Examples include:
§ Strong-yet-lightweight isolation architecture
§ Fast data planes tailored for interactive microservices and their 

containerization and orchestration platforms
§ System-level security support for enhancing security measures and features 
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Thank you!
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