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Heavy Vehicles as Cyber-Physical Systems

Networked electronic control units (ECU) communicating over an SAE J1939 network
—  Actuators

— Sensors

—  Control

— Communications

SAE J1939 included a Transport Protocol
to send large messages (9-17895) bytes.

There exists some ambiguity in how to
handle some communications.

Examples give specificity to concepts.
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Abstract—Modern vehicles are equipped with embedded com-
puters that utilize standard protocols for internal communication.
The SAE J1939 protocols running on top of the Controller
Area Network (CAN) protocol is the primary choice of internal
communication for embedded computers in medium and heavy-
duty vehicles. This paper presents five different cases in which
potential shortcomings of the SAE J1939 standards are exploited
to launch attacks on in-vehicle computers that constitute SAE
J1939 networks.

In the first two of these scenarios, we validate the previously
proposed attack hypothesis on more comprehensive testing se-
tups. In the later three of these scenarios, we present newer
attack vectors that can be executed on bench test setups and
deployed SAE J1939 networks.

For the purpose of demonstration, we use bench-level test
systems with real electronic control units connected to a CAN
bus. Additional testing was conducted on a 2014 Kenworth T270
Class 6 truck under both stationary and driving conditions. Test
results show how protocol attacks can target specific ECUs. These
attacks should be considered by engineers and programmers
implementing the J1939 protocol stack in their communications
subsystem.

points (vulnerable ECUs) to the CAN network, one can launch
attacks on the vehicle to control or disrupt its operations. MHD
vehicles also expose similar entry points [4] and, aside from
CAN specific attacks, it has been shown that attacks can also
be launched on the SAE 11939 protocols. Even so, the number
of demonstrated attacks is still limited: Burakova et al. |5]
have demonstrated a couple of attacks on the application layer
specification of the SAE J1939 standards, Murvay et al. [6]
have focused on weaknesses at the network management layer,
and Mukherjee et al. [7] have targeted specific protocols at the
data-link layer of the specifications.

While the application and network management layers are
critical to the cyber-physical operations of the vehicle, im-
portant message transportation specifications are made in the
data-link layer standards. As such, in this work we demonstrate
newer attacks at the data-link layer of the SAE J1939 specifica-
tions that broaden the horizon of cyber threats already created
by Mukherjee et al. [7]. Morcover, we validate two attacks
that Mukherjee et al. demonstrated to work on laboratory
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Two Types of J1939 Transport Protocol Messages

Point-to-Point Broadcast
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Hypothesis

» Specification
 All directed requests to an ECU
must be processed.
» Attack
» Send a high volume of SAE J1939
requests to the target ECU
 Expected result

* In an attempt to serve the sent
requests, the ECU fails to perform
regular, more critical tasks like
transmission of periodic messages

— Perodic transmission

— Request
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Model Based Systems
Engineering (MBSE)

. Language — System Modeling Language (SysML)
. Tool — CATIA Magic Systems of Systems Architect
. Method — Magic Grid v2

. Pillars of MBSE

—  Structure
—  Behavior
—  Requirements

— Parametrics

. SysML (v1) is an extension of UML




. System
Composition

. Block Definition Diagrams (bdd)
show structure

. SysML closed diamonds show
directed composition

he Vehicle Network is composed of
an Engine Control Module.”

. SysML Open Triangles show
generalization

“The Body Controller is a type of
J1939 Controller Application.”

bdd [Package] Structure[ Vehicle Netw ork ] )

«block»
J1939 Controller Application

values
sourceAddress: Addresses

operations

ClaimAddress( sourceAddress, NAME)

receptions

J1939 Message()

«system»
Vehicle Network
«SystemAsset»
«block»

TZ&AAZ&

Engine Control Module

«SystemAsset»

B «block»
Electronic Brake Controller

«SystemAsset»

—> «block»

Transmission Control Module

«SystemAsset»
«block»

Body Controller

«block»
N «SystemAsset»

Vehicle Diagnostics Adapter

«comment»

Including the attacker in the model
show s the possibility of unauthorized
access to the CAN Bus.

« Threat»
> «block»
Attacker
«block»
cANbus «SystemAsset»
2 CANbus

k' 4
«interfaceBlock»
iJ1939
operations
TransmitMessage()
ReceiveMessage()
receptions

Request Message()
Broadcast Message()
DesinationSpecific Message()
Proprietary Message()

l
I
l

«comment»

The interface block
defines the
communications
channel.




System
Connectivity

. SysML Internal Block Diagrams (ibd)
show system connectivity through
ports.

0 The 1J1939 interface block is used to
declare the type of the port.

10

Ibd [System] Vehicle Netw ork [ Vehicle Netw ork ] )

EBC port : 1J1939

VDA port : 1J1939

j EBC : Hectronic Brake Controller

Attacker port : 1J1939

j VDA : Vehicle Diagnostics Adapter

ECM port : 1J1939

j : Attacker

CECU port : 1J1939

ECM : Engine Control Module

TCM port : 1J1939

j CECU : Body Controller
j TCM : Transmission Control Module
«comment»

Proxy Ports are use to model the Controller Area
Netw ork Connections.




bdd [Package] Structure[ J1939 Message ] )

«signal»
J1939 Message «valueType»
attributes Integer
+priority : Integer
+pgn : Parameter GroupNumber
+source : Addresses
+destination : Addresses «valueType»
+pdu_format : PDUformat ParameterGroupNumber
Itdata : I:_Jytt? [0'_' !;85] issionT properties
ransmission : TransmissionType format - PDUformat

+transmissionPeriod : Integer [ms]
e55d(cC .
«comment»

J1939 Messages are made ug —
of more than 1 CAN message

0 O o
IT Ij w hen using the transport «signal»

1.%

attributes
+id : Integer «signal»
+dic : byte [1] Request Message

+data : byte [0..8]

+crc : canCRC e oS

+requestedPGN : ParameterGroupNumber

Based on the SAE Standard

«signal»
«enumeration» Broadcast Message
J1939 messages can use the Addresses
: ttribut -

Transport Protocol for sending Engine 1 : byte = 0{readOnly) e

Transmission : byte = 3{readOnly} Desination Specific Message
large messages. Brake System Controller - byte = 11 {readOnly}

Cab Controller : byte = 49{readOnly} «signal»

Off Board Diagnostics : byte = 249{readOnly} ;

Proprietary Message

«enumeration» «enumeration»
PDUformat TransmissionType

PDU1 On Request

PDU2 Periodic

11




i Internal Block Diagram — Network component Simulated Sequence Diagram
information flow/behavior Network Messaging

‘ bus ;: Bus
ruck MNetw ork
ECU1:ECU1 I [ attacker : Attacker
rlEm1 port 1 |

| Source Addres :Int&gnrll T Source Address : Integer I
ECU 1 port 2 nacker port
|

]

ibd [Block] Sytem Context| Sytam Context ]J

sd [Block] Block Sytem Context at 2023.09.08 14.50[ Block Sytem Context at 2023.09.08 14.50 ] )

L

stm [State Machine] Attacker [ Q A ttac ker ],J

stm [State Machine] ECU 1[ [ ECU1 ],J

li' @ Start Aftack

e

L R SRR — Ll! =
Attack Signaling i

e 4 0 entry | Attacker Action J
¥
wyned Wasemg

act [Activity] Attacker Action[ &) Attacker Action ]’J

Systems
Simulation




Comparision of Request Overload to other conditions -
— Observation on the

i Brake

= e | KE@NWOIrth T270 Truck

N

o

o

o
I

1500 A

1000 A

Number of Messages on bus

500 -

Normal Bus Request Overload DOS
Conditions

Request overloads represent a targeted
Denial of Service (DOS) attack
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1 .. j The need for Data
” cotonman smare ey | - B M Definition Languages

 SysML v1 is based on UML
 SysML v2 is new (KernelML)

« Systems engineers are responsible
for testable consistency across
subsystems

« SEs must understand and design
for emergent behaviors

 Clarity on the design space and its

complement
15
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