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Heavy Vehicles as Cyber-Physical Systems
• Networked electronic control units (ECU) communicating over an SAE J1939 network

– Actuators

– Sensors

– Control

– Communications

• SAE J1939 included a Transport Protocol
to send large messages (9-1785) bytes.

• There exists some ambiguity in how to 
handle some communications.

• Examples give specificity to concepts.
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How bad can 
undefined behavior 

really be?
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Two Types of J1939 Transport Protocol Messages
Point-to-Point Broadcast
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• TP.CM_RTS: Connection 
Management Message: 
Request-to-Send

• TP.CM_CTS: Connection 
Management Message: Clear-
to-send

• TP.CM_BAM: Broadcast 
Announcement Message

• TP.DT: Data Packets
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Hypothesis
• Specification

• All directed requests to an ECU 
must be processed.

• Attack
• Send a high volume of SAE J1939 

requests to the target ECU
• Expected result

• In an attempt to serve the sent 
requests, the ECU fails to perform 
regular, more critical tasks like 
transmission of periodic messages



Model Based Systems 
Engineering (MBSE)
• Language – System Modeling Language (SysML)

• Tool – CATIA Magic Systems of Systems Architect

• Method – Magic Grid v2

• Pillars of MBSE
– Structure

– Behavior

– Requirements

– Parametrics

• SysML (v1) is an extension of UML
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System 
Composition
• Block Definition Diagrams (bdd) 

show structure

• SysML closed diamonds show 
directed composition

“The Vehicle Network is composed of 
an Engine Control Module.”

• SysML Open Triangles show 
generalization

“The Body Controller is a type of 
J1939 Controller Application.”
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System
Connectivity
• SysML Internal Block Diagrams (ibd) 

show system connectivity through 
ports.

• The iJ1939 interface block is used to 
declare the type of the port.
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J1939 
Message
Definition
Based on the SAE Standard

J1939 messages can use the 
Transport Protocol for sending 
large messages. 
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Internal Block Diagram – Network component 
information flow/behavior 

Simulated Sequence Diagram
Network Messaging 

Systems 
Simulation



Observation on the 
Kenworth T270 Truck 

Request overloads represent a targeted 
Denial of Service (DOS) attack



Live Demonstration on Kenworth T270 Truck 



• SysML v1 is based on UML

• SysML v2 is new (KernelML)

• Systems engineers are responsible 
for testable consistency across 
subsystems

• SEs must understand and design 
for emergent behaviors

• Clarity on the design space and its 
complement

The need for Data 
Definition Languages
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