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Rust
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Rust (again)
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Rust
Enforces memory safety, without the overhead of a heavyweight language runtime, using 
compile-time analysis

Aims to provide “zero cost abstractions”

Suitable for use cases from embedded to server, from OS kernel to application
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Rust
Linux now supports Rust in the kernel (merged October 3rd, 2022)1,2

1https://lwn.net/ml/linux-kernel/20220805154231.31257-1-ojeda@kernel.org/
2https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=8aebac82933ff1a7c8eede18cab11e1115e2062b
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Rust
A Rust compiler toolchain called Ferrocene is ISO 26262 and IEC 61508 qualified1

1https://ferrous-systems.com/blog/officially-qualified-ferrocene/
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Rust is a good fit for seL4 userspace
A high level language…

• Memory safety
• Abstraction
• Developer productivity
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Rust is a good fit for seL4 userspace
A high level language…

• Memory safety
• Abstraction
• Developer productivity

…even for components without access to OS services
…even for resource-constrained systems
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Official Rust support for seL4 userspace
Rust support for seL4 userspace has been an official seL4 Foundation project since 
November 2023

https://github.com/seL4/rust-sel4

https://github.com/seL4/rust-sel4
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Repository contents
https://github.com/seL4/rust-sel4
• Rust libraries (aka “crates”)

• Rust bindings for the seL4 API
• A runtime for root tasks
• A runtime for seL4 Microkit protection domains
• …and many more

• General-purpose kernel loader
• CapDL-based system initializer
• Rustc target specs
• Examples
• Tests

https://github.com/seL4/rust-sel4
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Why this matters

Rust helps you write correct code
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Why this matters

Rust helps you write correct code

…efficiently
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Example: HTTP server using seL4 Microkit
https://github.com/seL4/rust-microkit-http-server-demo

https://github.com/seL4/rust-microkit-http-server-demo
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Example: HTTP server using seL4 Microkit
https://github.com/seL4/rust-microkit-http-server-demo

Network driver

Block driver

Timer driver

HTTP server

Concurrency
Filesystem

TCP/IP stack
MbedTLS

sDDF

sDDF

pp_call()

notify()

Microkit monitor

seL4

Protection
domains

https://github.com/seL4/rust-microkit-http-server-demo
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Example: HTTP server using seL4 Microkit
https://github.com/seL4/rust-microkit-http-server-demo

System description
(.xml)

Protection domain
images

(.elf)

Protection domain
images

(.elf)

Protection domain
images

(.elf)

Protection domain
images

(.elf)

seL4 Microkit tool System

https://github.com/seL4/rust-microkit-http-server-demo
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Example: HTTP server using seL4 Microkit
https://github.com/seL4/rust-microkit-http-server-demo
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Example: HTTP server using seL4 Microkit
https://github.com/seL4/rust-microkit-http-server-demo

Protection domain
image (.elf)

Protection domain
source (.rs)

libsel4 headers, etc
(.h, .bf, .xml, .json)

Rustc target spec
(.json)

rustc + lld via cargo

https://github.com/seL4/rust-microkit-http-server-demo
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Example: HTTP server using seL4 Microkit
https://github.com/seL4/rust-microkit-http-server-demo

RUST_TARGET_PATH=$(rust_target_dir) \
SEL4_INCLUDE_DIRS=$(microkit_sdk_dir)/include \

cargo build \
 -Z build-std=core,alloc,compiler_builtins \
 -Z build-std-features=compiler-builtins-mem \
 --target aarch64-sel4

https://github.com/seL4/rust-microkit-http-server-demo
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Crate: sel4-sys
Low-level libsel4
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Crate: sel4-sys
Low-level libsel4

C declarations:
struct, enum, typedef, const

(.h)

bitfield definitions
(.bf)

object interface
definitions

(.xml)

generate structs

generate object
invocations functions

libsel4 source

How the C libsel4 source is generated:
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Crate: sel4-sys
Low-level libsel4

C declarations:
struct, enum, typedef, const

(.h)

bitfield definitions
(.bf)

object interface
definitions

(.xml)

generate structs

generate object
invocations functions

sel4-sys source

translate to rust

glue
(.rs)

How the sel4-sys
source is generated
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Crate: sel4-sys
Low-level libsel4

• Pure Rust
• The only build-time dependency outside of Rust and libsel4 headers is libclang
• Simple to build:

• Supply libsel4 headers (including .bf and .xml) via $SEL4_INCLUDE_DIRS
• Crate build.rs takes care of code generation

• Does not use thread-local storage (TLS)
• Testing: masquerade as libsel4.a and link against sel4test
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Crate: sel4
Higher-level libsel4

The “real” Rust libsel4: wraps sel4-sys, leveraging the Rust type system and idioms to 
present a cleaner and more ergonomic API

• No additional dependencies
• TLS is optional
• Plays nicely with C libsel4

Rustdoc:
https://sel4.github.io/rust-sel4/views/aarch64-root-task/aarch64-sel4/doc/sel4/index.html

https://sel4.github.io/rust-sel4/views/aarch64-root-task/aarch64-sel4/doc/sel4/index.html
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Crate: sel4
Higher-level libsel4
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Crate: sel4
Higher-level libsel4

LoC for a minimal cross-platform root task with no dependencies beyond the sel4 crate 
that…

…spawns a thread: <300 LoC
...spawns a task: <400 LoC
…maps and drives a serial device: <300 LoC

https://github.com/seL4/rust-sel4/tree/main/crates/examples/root-task

https://github.com/seL4/rust-sel4/tree/main/crates/examples/root-task
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The Rust Standard Library
Layer Provides Requires

libstd

std::fs
std::net
std::thread
std::process
Language runtime

OS services

liballoc
alloc::vec
alloc::collections
alloc::string

heap allocator

libcore

core::mem
core::num
core::iter
core::ffi

nothing!
(except panic handler)

depends on
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The Rust Standard Library
Layer Provides Requires

libstd

std::fs
std::net
std::thread
std::process
Language runtime

OS services

liballoc
alloc::vec
alloc::collections
alloc::string

heap allocator

libcore

core::mem
core::num
core::iter
core::ffi

nothing!
(except panic handler)

depends on#![no_std]
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Language runtime
• Entrypoint: _start (required)
• Stack (required)
• Thread local storage (optional)
• Heap allocator: #[global_allocator] (optional)
• Panic handler: : #[panic_handler] (required)
• Exception handling (optional)
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Crate: sel4-panicking
Internal language runtime building block

Configurable exception handling (±TLS, ±heap)

Heavy lifting done by external dependency: unwinding crate

https://docs.rs/unwinding/latest/unwinding/


Colias
Group35 © 2024 Colias Group, LLC

Crate: sel4-backtrace
Internal language runtime building block

Flexible backtrace collection for debugging
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Crate: sel4-backtrace
Internal language runtime building block

Defer symbolization:
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Crate: sel4-backtrace
Internal language runtime building block

Defer symbolization:
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Crate: sel4-backtrace
Internal language runtime building block

Symbolize on-device:
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Crate: sel4-root-task
Language runtime #1

Configurable (±TLS, ±heap, ±unwinding)

Glues together:
• sel4
• sel4-initialize-tls
• sel4-panicking
• sel4-dlmalloc
• …and more
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Crate: sel4-root-task
Language runtime #1
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Crate: sel4-microkit
Language runtime #2

Configurable (±TLS, ±heap, ±unwinding)
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Crate: sel4-microkit
Language runtime #2
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Higher-level crates
• sel4-logging
• sel4-sync
• sel4-externally-shared
• sel4-shared-ring-buffer
• sel4-microkit-message
• sel4-async-*
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Asynchronous programming in Rust

Concurrent programming model for lightweight green threads at the library level
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Asynchronous programming in Rust
Futures:
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Asynchronous programming in Rust
Composing futures
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Asynchronous programming in Rust

async/await

Composing futures
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Asynchronous programming in Rust on seL4
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Asynchronous programming in Rust on seL4
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Asynchronous programming in Rust on seL4

PD event handler is centered around an “executor”:
• Maintains pool of futures (i.e. green threads)
• Responds to external events by polling futures which have been woken up
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Asynchronous programming in Rust on seL4
Crates:
• sel4-async-timer
• sel4-async-network
• sel4-async-block-io
• sel4-async-single-threaded-executor
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Example: HTTP server using seL4 Microkit
https://github.com/seL4/rust-microkit-http-server-demo

https://github.com/seL4/rust-microkit-http-server-demo
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Support

• GitHub issue tracker: https://github.com/seL4/rust-sel4/issues
• seL4 mailing list
• Me: mailto:nick@nickspinale.com or @nspin on the seL4 Mattermost

https://github.com/seL4/rust-sel4/issues
https://lists.sel4.systems/postorius/lists/devel.sel4.systems/
mailto:nick@nickspinale.com
https://mattermost.trustworthy.systems/sel4-external/
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Discussion

https://github.com/seL4/rust-sel4

https://github.com/seL4/rust-sel4

