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Hi!  I’m a Program Officer at the
Office of Naval Research (ONR).

First a few quick slides of context…
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CUI

CUI

▪ A diverse and highly 

educated workforce with 

25,000 scientists, 

engineers, and technicians

(and 2,000+ PhDs)
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The Naval R&D Establishment (NR&DE)

NUWC Newport
Newport, RI

NRL Monterey
Monterey, CA

NAWC Weapons Division
China Lake, CA

Point Mugu, CA

NSWC Port Hueneme
Port Hueneme, CA

NSWC Corona
Corona, CA

NIWC Pacific
San Diego, CA
Honolulu, HW

NAVFAC EXWC
Port Hueneme, CA

Naval Air Warfare Center

Naval Information Warfare Center

Naval Surface Warfare Center

Naval Undersea Warfare Center

Engineering and Expeditionary Warfare Center

NUWC Keyport
Keyport, WA

NSWC Philadelphia
Philadelphia, PA

NAWC Aircraft Division
Patuxent River, MD
Lakehurst, NJ

Naval Sea Logistics Center
Mechanicsburg, PA

DASN RDT&E
Washington, DC

NSWC Carderock
West Bethesda, MD

Naval Research Lab
Washington, DC

NSWC Dahlgren
Dahlgren, VA
Dam Neck, VA

NSWC Indian Head
Indian Head, MD

NIWC Atlantic
Charleston, SC
Hampton Roads, VA
New Orleans, LA

NSWC Crane
Crane, IN

NSWC Panama City
Panama City, FL

NRL Stennis
Hancock, MS

NAWC TSD
Orlando, FL

Office of Naval Research
Arlington, VA

Who We Are:

▪ We discover, develop, 

transition, and field 

technologically superior 

naval warfighting capabilities 

for the Department of Navy

▪ 20 commands across the 

NAVWAR/NAVAIR/NAVSEA 

Warfare Centers and the 

Naval Research Enterprise

NAWC

NIWC

NSWC

NUWC

EXWC
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The Headquarters Activity for Naval S&T

Established in 1946, ONR is headquartered in Arlington, VA.  
ONR partners with industry, academia, and government to 
coordinate and sponsor S&T for U.S. Navy and Marine Corps.

The Department of Navy’s Corporate Laboratory

Founded in 1923, NRL is headquartered in 
Washington, DC with four field sites across the U.S.

Engage the International Community

Connects the NRE with 1000+ partners in 58 countries.

Agility and Innovation Cell

https://www.nre.navy.mil/
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About ONR

• First of the Post-WW2 wave of new federal agencies 
to coordinate the efforts of civilian scientists and 
inventors for the sake of national defense
– Long and productive history of engaging academic community

– ONR performers have been awarded over 70 Nobel Prizes

• 6.1 Basic Research, 6.2 Applied Research, and 6.3 
Advanced Tech Development are all under one roof
– Allows us to bridge the gap between cutting edge scientific 

research and fieldable prototypes
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“ONR’s mission is to plan, foster, and encourage scientific research in recognition of its paramount 
importance as related to the maintenance of future naval power, and the preservation of national security.”

PUBLIC LAW 588, APPROVED 1 AUG 1946

• Organizationally structured to pursue the best minds from across the nation and around the globe
– Can fund academia, small businesses, industry, and government labs on topics of naval relevance

– Broad BAA authorities to use the best performer for the job

– Command manages 6.1, 6.2, 6.3 budget and SBIR, MURI, YIP, DURIP, and STEM programs for the Department of Navy (DoN)
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ONR Program Officer’s Role in Cyber S&T

OVERARCHING DRIVER:

Department of Navy (DoN) 
Strategic Guidance

Resource and 
Acquisition 
sponsor needs 
and priorities

Cyber S&T Efforts

ONR POs are responsible for:
• Planning and executing naval cyber S&T 

investments to meet the needs of the future fleet
• Creating new programs, building support, transition

SCIENTIFIC AND TECHNOLOGICAL 
BREAKTHROUGHS IN COMPUTING

TECHNOLOGY TRENDS, 
PRESSURES, AND LIMITATIONS

EVOLVING CYBER THREATS

Warfare 
Enterprise’s 
S&T Objectives 
and Fleet 
Capability Gaps

Interagency 
Coordination

DOD CYBER COI
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ONR Program Officers 
serve as Navy’s S&T 
Technical Leadership 
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Now, about secure and resilient systems…
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ONR’s Emphasis: It’s all about the mission!

Why (specifically) does the Navy need Secure and Resilient Systems?

➢ Computing systems that are capable of correctly executing the mission 
(within a user’s tolerance of “correct”) at/within the user’s time of need.

– A more nuanced / tailored approach to cybersecurity (than C-I-A, Scan & Patch, RMF, etc. etc.)

– What is “Good Enough” for mission?  May be highly context-dependent.

– There is value in graceful degradation, reshaping cyber attack surface to buy time

– Lots of S&T in: tailoring software and tailoring security assessment to mission

8
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Our* prior talks at the summits

• Physics-based framework for cyber resilience of CPS
– See Nov 2020 talk by Ryan

• Software transformation and debloating
– See Nov 2020 talk by Matt Mickelson

• Closer look at the drivers of software complexity and its impacts on trust
– See Feb 2022 talk by Ryan

• Challenges/opportunities in modern software development
– See May 2023 talk by Ryan

• Bottom-up Formal Methods
– See talks from K. Hamlen Sept ’19 & Nov ’20 and Verbeek, Ravindran Sept ‘19
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*and some of our performers’

Today I want to take a closer look at the incentive structure (& tools) that drives security decision making

Also: Adam’s DYKONDO 
poster at HCSS
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Preliminaries

• Challenge: Incentivizing good security in the DoD acquisition base
– E.g., “How do we get them to use our great tools?”      “Why don’t they make better decisions?”

• A longstanding, difficult problem

• Ian Crone talked about it well in his keynote at the 2022 TCCoE Summit
– Was speaking as the OUSD(R&E) Principal Director for Cyber

– https://youtu.be/kvSgFaIC5zI

– Constructing a broader ecosystem with the right incentives

– “Victory looks like widespread use of these tools
in the contractor base”

• My take: What is the biggest driver of
security decisions (on the tool side)?

10
Figure from OUSD(Comptroller)

DoD Program Acquisition Cost by Weapon System

Imagine how many lines of code, 3rd party libraries, OS installs, 
vendor build chains, interconnects, etc. this translates to:

https://youtu.be/kvSgFaIC5zI


Slide is UNCLASSIFIED – Distribution Statement A 11Source: https://www.tenable.com/sc-dashboards/vulnerabilities-over-30-days-dashboard

Note: This is intended as an example, 
not picking on this specific product!
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The Cyber Assessment Semantic Gap
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Vulnerability

Reachable

Mission Impact

Exploitable

Effect

All the tools most accessible to acquisition teams measure here
– Also are the most commercially successful kinds of cyber assessment tools
– Further reinforced by their primacy in how we implement RMF / ATO

When assessed at 
all, it is ad-hoc 
and speculative

Meanwhile, this is what we really care about!
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Major Limitations

• Focused on known / reported vulnerabilities (CVE-xxx)

• Severity levels often over/under estimate true risk of the bug
– Ratings have big effect on people’s behavior, but are often crudely defined

– Time + resource-strapped PMs: “just get the CAT 1s and CAT 2s”

– “Exploitability” Severity is often inferred / gleaned from the initial bug report

– How the error is presented in the report depends on how the bug was triggered

– For more, see:

• Fails to measure “exploit impedance” effects of proactive mitigations

• Not holistic.  Focused on individual systems, individual containers, etc.
13

Some Proactive Mitigations:

Software Debloating
Code order randomization
API Reshaping
Cyber Separable failover
SECCOMP filter employment
Compartmentalization
Micropatching
Tagged pointer integrity
Proactive vulnerability discovery
Secure-by-Design Techniques
Cyber-Resilient Digital Engineering
Supply chain inspection

Vulnerability

Reachable

Mission Impact

Exploitable

Effect

Lin, Zhenpeng, et al. "GREBE: Unveiling exploitation potential for Linux 
kernel bugs." 2022 IEEE Symposium on Security and Privacy (SP). IEEE, 2022.

Out of 44 bot-reported kernel bugs they looked at: 
▪ 26 had higher exploit potential than originally assessed
▪ 6 were turned into fully exploitable kernel vulnerabilities
▪ CVE-2021-3715 (UAF)                                  — was originally rated low
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Underlying Implicit Assumptions

• So why do we do it this way?

– Commercial viability

– Better than nothing / “a good start”

– Now, it is so tightly woven into standard risk management processes

• How could it be conceived as sensible / rational:

14

Rationale behind current approach was founded on these implicit key assumptions:
Vulnerability

Reachable

Mission Impact

Exploitable

Effect

1. Finding new vulnerabilities is difficult and time-consuming

2. Expertise to make them into stable exploits is exceedingly rare

3. We can largely get those experts to responsibly disclose

4. Testing an exploit against a specific target will be noisy
(or at least observable in some way)

5. “Exploitation impedance” is 0, once an adversary has a working RCE we’re toast
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Flawed Assumptions => Invalid Rationale
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Weaponized zero-days are plentiful…

https://zerodium.com/program.html

Finding new vulnerabilities is difficult and time-consuming

Expertise to make them into stable exploits is exceedingly rare

We can largely get those experts to responsibly disclose

– Automated techniques 
have advanced drastically

– Code keeps getting bigger 
and more complex

“…publication of 
vulnerabilities for 
industrial control 
systems ground to 

a halt in 2022”

– See report published Sept 2023 by The Atlantic Council, Sleight of Hand

– In 2017 attitudes began shifting:
e.g, Vulns are “important strategic resources”

– July 2021: New law (RMSV) requiring
citizens to disclose bugs to government

– 2022 Microsoft report showed
uptick in the number of 0-days
used by nation-state hacking groups
https://www.atlanticcouncil.org/in-depth-research-reports/report/sleight-
of-hand-how-china-weaponizes-software-vulnerability/

– Ex: Zerodium is paying only $1M for a Windows Zero Click RCE!
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Flawed Assumptions => Invalid Rationale
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“Actors leverage access to CDC networks to 
obtain sensitive data about U.S. defense 
and intelligence programs and capabilities.”

From CISA Cybersecurity Advisory AA22-047A 

Testing an exploit against a specific target will be noisy/observable

– Most systems/apps extensively leverage 3rd party components 
that can be obtained elsewhere for cyber analysis

– Software supply chain offers pre-planning, pre-positioning 
opportunities, and have become more destructive and 
insidious the last few years

“Exploitation impedance” is 0

Source: Sonatype, Software Supply Chain Stats 2023

– S&T community has made tons of progress throughout the last decade 
developing proactive mitigation techniques that make it more difficult to 
convert vulnerability to pwn to mission effects.  (If they’re put into use!)

Software Debloating
Code order randomization
API Reshaping
Cyber Separable failover
SECCOMP filter employment
Compartmentalization

Micropatching
Tagged pointer integrity
Proactive vulnerability discovery
Secure-by-Design Techniques
Cyber-Resilient Digital Engineering
Supply chain inspection
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So where does this leave us?
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Rationale behind current approach was founded on these implicit key assumptions:

Every single one of these is no longer true!
(to the extent that it ever was)

The gap between our existing process of managing known 
vulnerabilities and understanding mission risk posed by non-

kinetic warfighting has never been wider

Vulnerability

Reachable

Mission Impact

Exploitable

Effect

RMF

MISSION 
SUCCESS

1. Finding new vulnerabilities is difficult and time-consuming

2. Expertise to make them into stable exploits is exceedingly rare

3. We can largely get those experts to responsibly disclose

4. Testing an exploit against a specific target will be noisy
(or at least observable in some way)

5. “Exploitation impedance” is 0, once an adversary has a working RCE we’re toast
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Where would we like to go?

• Incumbent upon the S&T community to chart a better path that is:
– Mission-centric and readiness-oriented

– More dynamic (and response to how broader changes affect security posture)

– More holistic (in recognition that complex systems are not just a single app)

– More cooperative with the reality of the economics trade space
• Cyber security investments often require PMs to trade risk on cost, schedule, and performance

18

In addition to getting after the S&T, this venture ultimately needs
a technical authority to lead (maybe this is something JFAC can do?)

• DIB outreach and awareness

• Tools clearinghouse (that S&T can transition to)

• Configuration control of the assessment methodologies

• Continuous trade studies and scientifically rigorous studies to back up /
reshape recommendations and scoring measures

• Provide advice from experts

• Cyber policy to cement the office and its products
as a must-do for DoD weapon system builders

• Policy must relax other burdens (challenge existing RMF / ATO structures)

ONR looking to support novel research into:
• New means of handling cyber information: multi-

modal, machine curated and machine readable, 
informed by and substantiated by dynamic iterations 
of static/dynamic program and network analysis

• System(s)-of-systems characterization tools, high-
fidelity across components and across modalities

• New ways to derive operational intent (mission) from 
limited available external information

• Analysis and understanding tools to define cascading 
effects of cyber actions, exploit chain metrics

• Visualization models that ground acquisition decision 
making with operational objectives
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T0
Tmission

   execution

Example visualization model:
Living Battlespace Performance (LBP) model

Threshold of 
mission success

Cyber Hygiene 

Controls / Hardening 

Reaction Analytics

Proactive Shaping

Mission performance

Action SpaceInception 
time of Si

Disengagement Zone

Survivable Zone

Superiority Zone

• Need model capable of handling unquantifiable uncertainties

– Implant added in software supply chain
– New ‘feature’ added that later becomes bug
– Exposure of source code
– Adversary gets new analysis capabilities

Potential to be 
much bigger than 
other curves:

Software Debloating
Code order randomization
API Reshaping
Cyber Separable failover
SECCOMP filter employment
Compartmentalization
Micropatching
Tagged pointer integrity
Proactive vulnerability discovery
Secure-by-Design
Cyber-Resilient Digital Engr.
Zero-trust of the supply chain

• Action space incorporates adversary “wins” and defender “wins” over system life
• Allows for strategizing into future, game out the effects of different investment 

strategies on mission performance in the face of adversarial cyber interference
19
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T0 Tmission

   execution

Example visualization model:
Living Battlespace Performance (LBP) model

Threshold of 
mission success

Cyber 
Hygiene 

Controls / Hardening 

Reaction Analytics

Proactive Shaping

Mission performance

Disengagement Zone

Survivable Zone

Superiority Zone

• Would dynamically update over time as attacker and defender achieve their “wins”
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X X X X

Tons of details would need to go into 
how these curves are substantiated

X
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Takeaways

• Current Technology Advances and Modern Software Development

– Still needs new means to incentivize adoption of latest security advances

– New AI products see rapid adoption, excitement.  Why?  Offers a new feature.

– For security: tie to new desirable feature sets, or alter the incentive structure

• We want to begin driving the community to a mission-focused cyber 
readiness approach

– Beyond scan and patch

– New assessment models

– High-fidelity, ground-truth

– Tailor attack surface
measurement to the mission

21

2023 National Defense Science & Technology Strategy
https://www.cto.mil/wp-content/uploads/2023/05/2023-NDSTS.pdf
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Applied Cyber Resiliency Program
Research Concentration Areas

• Safe and Resilient Cyber-Physical Systems
– Tolerate and survive adversarial cyber interference

• Understanding and Limiting the Exploitability of Systems
– Reduce and reshape attack surfaces

– Protect system elements not traditionally considered by cybersecurity

• Advancing Automation of Cyber Operations
– Defend in disadvantaged and intermittent environments

• Transformation and Analysis to achieve
Zero-trust Hardware and Software Supply Chains
– Limit the opaque and unchecked sources of brittleness in our systems

22

https://www.nre.navy.mil/organization/departments/code-31/division-311/applied-cyber-resiliency

Group inbox: usn.pentagon.cnr-arlington-va.mbx.ONRCyber@us.navy.mil

https://www.nre.navy.mil/organization/departments/code-31/division-311/applied-cyber-resiliency
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Advertisement: FEAST

• FEAST: Forming an Ecosystem Around Software Transformation

• 6th one in series.  We started it in 2016.  First one since 2020.

• To be held Friday, October 18, 2024 in Salt Lake City, UT

– Co-located with ACM CCS

• Check out our CFP, now posted online here:

• Papers Due July 17!

23

https://feastworkshop.github.io

https://feastworkshop.github.io/
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